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Foreword

Welcome to the (ISC)? SSCP Systems Security Certified Practitioner
Official Study Guide, Second Edition! The global cybersecurity talent
gap represents a huge opportunity for you to leverage your information
technology skills to help protect your organization’s infrastructure,
information, systems, and processes and to improve and grow in your
professional journey.

The Systems Security Certified Practitioner is a foundational certi-
fication that demonstrates you have the advanced technical skills and
knowledge to implement, monitor, and administer IT infrastructure
using security best practices, policies, and procedures established by the cybersecurity
experts at (ISC)? for protecting critical assets. This book will guide you through the seven
subject area domains on which the SSCP exam will test your knowledge. Step by step, it
will cover the fundamentals involved in each topic and will gradually build toward more
focused areas of learning in order to prepare you.

The SSCP is a mark of distinction that hiring managers look for when recruiting for
roles that include cybersecurity responsibilities. Your pursuit and maintenance of this cre-
dential demonstrates that you have the knowledge and the drive to meet a recognized stan-
dard of excellence.

Whether you are brand new to the field or just want a refresher on the core tenets of
cybersecurity, this guide will help you build a solid understanding of the technical, physi-
cal, administrative and legal aspects of the information security and assurance profession,
as well as the ethical fidelity required of the SSCP.

I hope that you will find the (ISC)> SSCP Systems Security Certified Practitioner
Official Study Guide, Second Edition to be an informative and helpful tool and wish you
great success in your preparation and your professional growth.

Sincerely,

LY B

David P. Shearer, CISSP
CEO, (ISC)?
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Introduction

Congratulations on choosing to become a Systems Security Certified Practitioner (SSCP)! In
making this choice, you’re signing up to join the “white hats,” the professionals who strive to
keep our information-based modern world safe, secure, and reliable. SSCPs and other infor-
mation security professionals help businesses and organizations keep private data private and
help to ensure that published and public-facing information stays unchanged and unhacked.

Whether you are new to the fields of information security, information assurance, or
cybersecurity, or you’ve been working with these concepts, tools, and ideas for some time
now, this book is here to help you grow your knowledge, skills, and abilities as a systems
security professional.

Let’s see how!

About This Book

You’re here because you want to learn what it takes to be an SSCP. You know this will
demand that you build a solid understanding of many different concepts, not only as theo-
ries but also as practical tasks you can do to help make information systems more secure.
You know you’ll need to master a number of key definitions and be able to apply those
definitions to real-world situations—you’ll need to operationalize those definitions and con-
cepts by turning them into the step-by-step operations that make security become real.

This book is your study guide. It guides you along your personal journey as you learn and
master these ideas and technologies. It takes you on that journey concept by concept, start-
ing with simple, fundamental ideas and growing them to the level of power and complexity
you will need, on the job, as an SSCP. That is this book’s focus, its purpose, and design.

In doing so, it’s also a valuable reference to have with you on the job, or as you continue
to learn more about information security, information risk management, or any of a num-
ber of other related subject areas. You’ll find it more than covers the topic domains that
(ISC)? requires you to demonstrate competency in, should you wish to earn their Systems
Security Certified Practitioner credential.

What Makes This the “Official” Study Guide for the SSCP?

Good question! This book exists because (ISC)?> wanted a book that would teach as well

as guide, explain as well as capture the common knowledge about keeping information
systems secure, protecting information assets, and information assurance that all SSCPs
should have at their mental fingertips. As creators of the SSCP program, (ISC)? defines that
common body of knowledge, in continuous consultation with system security experts and
practitioners from business, industry, government, and academia from around the world.

Using this official study guide, individuals can prepare for the SSCP exam with confidence.
Businesses and other organizations can build their own in-house staff development and train-
ing programs around this book and have the same confidence that what they’ll be training their
people on aligns with (ISC)?'s structure and definition of the SSCP as a body of knowledge.
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xxiv

Introduction

What Is an SSCP?

The SSCP is actually three things in one: a standard of excellence, a credential that attests
to demonstrated excellence, and a person who has earned that credential. Perhaps instead
of asking “what” is an SSCP, we should also ask why, who, and how:

SSCP as standard of excellence. The International Information System Security Certi-
fication Consortium, or (ISC)?, created this standard to reflect the continually evolving
needs for people who can help all sorts of organizations around the world keep their
information systems safe, secure, confidential, private, reliable, and trustworthy. Work-
ing with businesses, nonprofits, academic researchers, and the thought leaders of the
cybersecurity and information assurance communities of practice, they developed the
list of subject areas, or domains, that are the SSCP as a standard. That standard is set as
the starting point for your professional journey as an information security specialist. Its
focus is on hands-on technical knowledge combined with procedural and administrative
awareness. The knowledge, skills, and abilities that make up the SSCP domains become
the foundation for other, more advanced certifications (and hence standards).

SSCP as a credential. Earning an SSCP certification attests to the fact that you have
solid working knowledge of the topic domains that are the SSCP. As a published
standard of excellence, this certification or credential is portable—people in the infor-
mation system business, or who know the needs of their own organizations for infor-
mation security, recognize and respect this credential. People can easily consult (ISC)*’s
published standards for the SSCP and understand what it means. It is a portable, stack-
able credential, meaning that it can clearly pave the way for you to take on job respon-
sibilities that need the knowledge and skills it attests to, and demonstrates you have the
foundational knowledge to earn other credentials that can build on it.

SSCP as a goal or objective. The SSCP as a standard answers the needs of hiring
managers when they seek the right kind of people to help protect their organization’s
information, their information systems and processes, their I'T infrastructure, and their
ability to make informed decisions in reliable, timely ways. Training managers or func-
tional department leaders in various organizations can design their own internal train-
ing and skills development programs around the SSCP, knowing that it is a reliable
standard for information system security knowledge and experience. They can look at
job descriptions or task designs, and use the SSCP as a standard to identify whether the
job and the SSCP are a good fit with each other, or if other significant knowledge and
skills will be needed by people filling that position.

SSCP as a person. By choosing to earn an SSCP credential, you’re declaring to your-
self and to others that you’re willing to hold yourself to a respected and recognized
standard of excellence. You’re willing to master what that standard asks of you, not
only on the technical, physical, and administrative aspects of information security and
assurance, but also on its legal and ethical requirements.
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Introduction XXV

The Systems Security Certified Practitioner is thus a person who does the job of systems
security to a level of competency that meets or exceeds that standard and who has earned
a credential as testament to their knowledge and skills. It is a foundational certification,
based on the knowledge and skills that people should already have when they first start out
as an information security professional.

Let’s operationalize that set of words by showing them in action:

»  Systems—Generally, a system is a collection or set of elements that interconnect and
interact with each other to fulfill or achieve a larger purpose or objective. In this
context, we mean information systems. Information systems are the collected sets of
hardware, software, databases, and data sets; the communications, networking, and
other technologies that connect all of those elements together into a cohesive, working
whole; and the people who use them and depend on them to achieve their goals and
objectives.

= Security—Again, generally speaking, security is the set of plans, procedures, and
actions that keep something safe from harm, damage, or loss, through accident,
acts of nature, or deliberate actions taken by people. Applying that to information
systems, we see that information systems security is everything we need to do dur-
ing design, implementation, operational use, and maintenance to keep all aspects of
an information system protected against accidental or deliberate damage; it includes
keeping its information free from unauthorized changes or viewing; and it keeps
those systems up and running so that the information is there when people need it to
get their jobs done.

s Certified—The person holding this credential (or certification) has earned the right
to do so by means of having demonstrated their mastery of the knowledge, skills, and
attitudes that are defined to be the subject area or domain of the certification. Specifi-
cally, an SSCP has passed the certification exam and demonstrated the required work
experience in the field of information security, as specified by the SSCP subject area
domains.

= Practitioner—A person whose professional or workplace duties, responsibilities, and
tasks has them using the knowledge, skills, and abilities required by the standard to have
earned the certification. There’s a degree of practice in the definition of practitioner, of
course; as a practitioner, you are continually doing the stuff of your profession, and in
doing so you continue to learn it better as well as refine, polish, and enrich the ways in
which you do those tasks and fulfill those responsibilities. Practitioners get better with
practice! (After all, if you’ve been “practicing medicine” for 20 years, we expect you are
a much better medical doctor now than you were when you started.)

Note that a practitioner may be a specialist or a generalist; this is usually defined by the
standards issued by the credentialing organization and reflects accepted and valued practice
in the profession or industry as a whole.
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XXvi Introduction

What Can We Expect of Our SSCPs?

The world of commerce, industry, and governance expects you, as an SSCP, to be a
hands-on practitioner of information systems security, someone who continuously moni-
tors information systems to safeguard against security threats, vulnerabilities, and risks
while having the knowledge to apply security concepts, tools, and procedures to react to
security incidents. As an SSCP, you demonstrate certain knowledge and skills, in areas
such as:

» Information technology and cybersecurity theory and hands-on/technical practice
= Cybersecurity policy, procedures, standards, and guidelines

= Using simple coding or programming language techniques, in languages such as com-
mand line interface, PowerShell, Java, HTML, CSS, Python, and C#

You’ll also need more than just technical skills and knowledge. As an SSCP, you’ll be
working with people constantly, as you assist them in securing their organization’s informa-
tion security needs. This takes adaptability on your part, plus strong interpersonal skills.
You’ll need to be a critical thinker, and to make sounds judgments; you’ll have to commu-
nicate in person and in writing as you build and manage professional relationships within
your organization and the larger information security community of practice. You’ll build
this social capital both through your problem-solving skills and by applying your emotional
intelligence.

Soft Skills: Very Strong Tickets to Success

Employers, clients, and others you’ll work with value your technical knowledge and
skills, but they desperately need to be able to work with and communicate with you

as you bring that knowledge and skills to bear on their problems. The irony of calling
these skills “soft” is that for some of us, it can be very hard work to improve on them.
Investing in improving these skills will more than pay off for you in terms of salary and
opportunities.

It’s also natural to expect that as an SSCP, you will be continually learning about
your craft. You’ll keep current about the ways that threats evolve and stay informed about
known vulnerabilities as they might be exploited against the systems under your care.
You’ll know how to apply analytical and research skills to dig deeper into what you’re see-
ing in the way those systems are behaving, with an eye to identifying problems, recognizing
that an information security incident might be under way, and responding to such inci-
dents. This also means that you will periodically reflect on what you’ve been doing, how
you’ve been doing it, and what you’ve been learning, and consider where improvement and
growth are required to ensure continued effectiveness.
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Introduction XXVii

Who Should Take the SSCP Certification Exam?

The SSCP designation is designed for individuals who desire to learn hands-on, technical,
cybersecurity fundamentals. While any individual who desires to practice cybersecurity can
learn the material, there are certain requirements before sitting for the exam. SSCP candi-
dates must have at least one year of cumulative work experience in one or more of the seven
domains of the (ISC)? SSCP Common Body of Knowledge (CBK). A one-year prerequisite
pathway will be granted for candidates who received an accredited university degree (bach-
elor’s or master’s) in a cybersecurity program. Candidates without the required experience
can take and pass the SSCP exam to earn an Associate of (ISC)? designation and will have
up to two years to gain the work experience needed for the SSCP.

Certificate vs. Certification vs. “Being Certified”

If you're new to formal certifications, these terms may seem interchangeable—but they
are not!

A certificate is an official document or proof that displays or attests to your completion of a
formal program, school, or training course. Earning a certificate may require passing a formal
exam, hands-on practice, or just remaining in the course until the end. Certificate courses are
designed to teach a skill and/or influence knowledge and understanding of a topic.

A certification goes several steps further than a certificate. Typically, certifications require
a minimum period of professional experience, which may include supervision by some-
one who also holds that same certifications.

Certifications are established by professional organizations that serve a particular industry,
and thus earning that certification means you’ve demonstrated what that industry needs.
Certificates are defined and issued by the schools or training programs that teach them.

Typically, certifications have requirements for ongoing learning, experience, and skills
development; certificates usually do not.

Finally, consider who awards you that credential. If it's the school or the training organiza-
tion, it's a certificate. If it's that standards-setting body, it’s a certification.

As a result, you are entitled—you have earned the right—to put the official, accepted des-
ignation of that certification after your name, when used as a part of your professional
correspondence, marketing, or other communications. John Doe, SSCP, or Jayne Smith,
MD, are ways that these individuals rightfully declare their earned certifications.

Academic programs increasingly offer sets of accredited university courses bundled as
certificate programs; instead of completing 120 semester hours for a bachelor’s degree,
for example, a certificate program might only require 15 to 30 semester hours of study.

Thus, we see that “being certified” means that you’ve met the standards required by the pro-
fessional organization that defines and controls that certification as a process and as a stan-
dard; you've earned the right to declare yourself “certified” in the domain of that standard.
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xXviii Introduction

The National and International Need

We’ve certainly needed people who understood information security as a systems disci-
pline since the dawn of the computer age, but it wasn’t until the early 1990s that we saw
national and global awareness of this need start to attract headlines and influence the
ways people prepared for careers in cybersecurity. One of the results of the President’s
Commission on Critical Infrastructure Protection (PCCIP), created by Bill Clinton, was
the recognition that the nation needed a far larger and more sustained effort focused on
securing the Internet-based backbones and systems on which our society and much of

the world depended upon for day-to-day business, commerce, public services, hygiene,
transportation, medicine—in short, for everything! Virtually all of that infrastructure was
owned and operated by private business; this was not something governments could man-
date, direct, or perform.

The National Institute of Standards and Technology (NIST) took the lead in defining
standards-based frameworks and approaches for identifying, managing, and controlling
risks to information systems and infrastructures. As a part of this effort, NIST established
the National Initiative for Cybersecurity Education (NICE). This partnership between gov-
ernment, academia, and the private sector works to continually define the standards and
best practices that cybersecurity professional educators and trainers need to fulfill in order
to produce a qualified cybersecurity workforce.

In the meantime, the Department of Defense (DoD) has continued its efforts to profes-
sionalize its workforce (both the uniformed and civilian members) and, in a series of regu-
lations and directives, has defined its baseline set of approved certifications in various fields.
One of these, DoD Directive 8140, defines the minimum acceptable certifications someone
must demonstrate to hold jobs in the information assurance technical, managerial, and sys-
tems architecture job series. DoD 8140 also defines the certifications necessary to hold jobs
as a cybersecurity service provider at various levels.

Internationally, the International Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC) have jointly issued their own fam-
ily of standards designed to help private and public organizations worldwide attain
minimum acceptable standards in achieving information security, information assur-
ance, and cybersecurity. The ISO/IEC 27000 family of standards provides best practice
recommendations on information security management and the management of infor-
mation risks through information security controls, within the context of an overall
information security management system (ISMS). ISO/TEC 27001 is the best-known
standard in the family providing requirements for an ISMS. The European Union has
issued a series of regulations and policy documents that help refine and implement these
ISO/IEC standards.

(ISC)? plays a part in helping all of these standards bodies and regulatory agencies assess
the current needs of the information security community of practitioners and works to
update its set of certifications to support these national, international, and global needs. As
a result, the SSCP certification is recognized around the world.
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Introduction XXixX

The SSCP and Your Professional Growth Path

Possibly one of the best ways to see your SSCP in the context of your professional growth
and development can be seen at the CyberSeek website. CyberSeek is a partnership spon-
sored by NIST that brings together the current state of the job market in cybersecurity,
information security, and information risk management. It combines data on job market
demand for such skills, current average salaries, and even insight on the numbers of profes-
sionals holding various certifications. The real gem, however, for the new cybersecurity or
information security pro is its Career Mapping tool. See this at www.cyberseek.org and use
it to help navigate the options to consider and the opportunities that an earned SSCP after
your name might open up.

As an international, nonprofit membership association with more than 140,000 mem-
bers, (ISC)? has worked since its inception in 1989 to serve the needs for standardization
and certification in cybersecurity workplaces around the world. Since then, (ISC)*’s found-
ers and members have been shaping the information security profession and have developed
the following information security certifications:

= Certified Information Systems Security Professional (CISSP): The CISSP is an experi-
enced professional who holds the most globally recognized standard of achievement in
the industry, and the first information security credential to meet the strict conditions
of ISO/IEC Standard 17024. The CISSP certification has three concentrations:

= Certified Information Systems Security Professional: Information Systems Secu-
rity Architecture Professional (CISSP-ISSAP): The CISSP-ISSAP is a chief security
architect, analyst, or other professional who designs, builds, and oversees the
implementation of network and computer security for an organization. The CISSP-
ISSAP may work as an independent consultant or other professional who provides
operational guidance and direction to support business strategies.

= Certified Information Systems Security Professional: Information Systems Security
Engineering Professional (CISSP-ISSEP): The CISSP-ISSEP can effectively incorpo-
rate security into all facets of business operations.

= Certified Information Systems Security Professional: Information Systems Security
Management Professional (CISSP-ISSMP): The CISSP-ISSMP is a cybersecurity
manager who demonstrates deep management and leadership skills and excels at
establishing, presenting, and governing information security programs.

= Systems Security Certified Practitioner (SSCP): The SSCP is a high-value practitioner
who demonstrates technical skills in implementing, monitoring, and administering I'T
infrastructure using information security policies and procedures. The SSCP’s commit-
ment to continuous learning and practice ensures consistent information assurance.

= Certified Cloud Security Professional (CCSP): The CCSP is a globally recognized pro-
fessional who demonstrates expertise and implements the highest standards in cloud
security. The certification was co-created by (ISC)2 and Cloud Security Alliance—the
leading stewards for information security and cloud computing security.
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= Certified Authorization Professional (CAP): The CAP is a leader in information security and
aligns information systems with the risk management framework (RMF). The CAP certi-
fication covers the RMF at an extensive level, and it’s the only certification under the DoD
8570/DoD 8140 Approved Baseline Certifications that aligns to each of the RMF steps.

= Certified Secure Software Lifecycle Professional (CSSLP): The CSSLP is an interna-
tionally recognized professional with the ability to incorporate security practices—
authentication, authorization, and auditing—into each phase of the software develop-
ment lifecycle (SDLC).

= HealthCare Information Security and Privacy Practitioner (HCISPP): The HCISSP is
a skilled practitioner who combines information security with healthcare security and
privacy best practices and techniques.

Each of these certifications has its own requirements for documented full-time experi-
ence in its requisite topic areas.

Newcomers to information security who have not yet had supervised work experience in
the topic areas can take and pass the SSCP exam and then become recognized as Associates
of (ISC)?. Associates then have two years to attain the required experience to become full
members of (ISC)2.

The SSCP Seven Domains

(ISC)? is committed to helping members learn, grow, and thrive. The Common Body of
Knowledge (CBK) is the comprehensive framework that helps it fulfill this commitment.
The CBK includes all the relevant subjects a security professional should be familiar with,
including skills, techniques, and best practices. (ISC)? uses the various domains of the CBK
to test a certificate candidate’s levels of expertise in the most critical aspects of information
security. You can see this framework in the SSCP Exam Outline at www.isc2.org/-/media/
ISC2/Certifications/Exam-Outlines/SSCP-Exam-Outline-Nov-1-2018.ashx.

Successful candidates are competent in the following seven domains:

Domain 1: Access Controls Policies, standards, and procedures that define who users are,
what they can do, which resources and information they can access, and what operations
they can perform on a system, such as:

1.1 Implement and maintain authentication methods
1.2 Support internetwork trust architectures

1.3 Participate in the identity management lifecycle
1.4 Implement access controls

Domain 2: Security Operations and Administration Identification of information assets
and documentation of policies, standards, procedures, and guidelines that ensure confiden-
tiality, integrity, and availability, such as:

2.1 Comply with codes of ethics
2.2 Understand security concepts

2.3 Document, implement, and maintain functional security controls
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2.4 Participate in asset management

2.5 Implement security controls and assess compliance

2.6 Participate in change management

2.7 Participate in security awareness and training

2.8 Participate in physical security operations (e.g., data center assessment, badging)

Domain 3: Risk Identification, Monitoring, and Analysis Risk identification is the review,
analysis, and implementation of processes essential to the identification, measurement, and con-
trol of loss associated with unplanned adverse events. Monitoring and analysis are determining
system implementation and access in accordance with defined IT criteria. This involves collecting
information for identification of, and response to, security breaches or events, such as:

3.1 Understand the risk management process

3.2 Perform security assessment activities

3.3 Operate and maintain monitoring systems (e.g., continuous monitoring)
3.4 Analyze monitoring results

Domain 4: Incident Response and Recovery “The show must go on” is a well-known say-
ing that means even if there are problems or difficulties, an event or activity must continue.
Incident response and recovery ensures the work of the organization will continue. In this
domain, the SSCP gains an understanding of how to handle incidents using consistent,
applied approaches like business continuity planning (BCP) and disaster recovery planning
(DRP). These approaches are utilized to mitigate damages, recover business operations, and
avoid critical business interruption:

4.1 Support incident lifecycle

4.2 Understand and support forensic investigations

4.3 Understand and support business continuity plan (BCP) and disaster recovery
plan (DRP) activities

Domain 5: Cryptography The protection of information using techniques that ensure its
integrity, confidentiality, authenticity, and nonrepudiation, and the recovery of encrypted
information in its original form:

5.1 Understand fundamental concepts of cryptography

5.2 Understand reasons and requirements for cryptography
5.2 Understand and support secure protocols

5.2 Understand public key infrastructure (PKI) systems

Domain 6: Network and Communications Security The network structure, transmission
methods and techniques, transport formats, and security measures used to operate both
private and public communication networks:

6.1 Understand and apply fundamental concepts of networking

6.2 Understand network attacks and countermeasures (e.g., DDoS, man-in-the-
middle, DNS poisoning)
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6.3 Manage network access controls
6.4 Manage network security
6.5 Operate and configure network-based security devices

6.6 Operate and configure wireless technologies (e.g., Bluetooth, NFC, Wi-Fi)

Domain 7: Systems and Application Security Countermeasures and prevention techniques
for dealing with viruses, worms, logic bombs, Trojan horses, and other related forms of
intentionally created damaging code:

7.1 Identify and analyze malicious code and activity
7.2 Implement and operate endpoint device security
7.3 Operate and configure cloud security

7.4 Operate and secure virtual environments

Using This Book

This book is structured to take you on your learning journey through all seven subject area
domains that the SSCP requires. It does this one building block at a time, starting with the fun-
damentals involved in a particular topic or subject, and building on those to guide you toward
the degree of knowledge you’ll need as an SSCP. This book is structured in four major parts:

= Part 1 provides a solid foundation of how organizations use information to drive decision
making, and the role of information systems and information technologies in making
that information available, reliable, and useful. It then looks to the fundamental concepts
of information security and assurance, using operational definitions and examples to
help you apply these concepts to real-world situations you may find around you today:

=  Business and the private sector speak their own language, and organize, direct,
manage, and lead their people in different ways than do governments or military
services. If you haven’t had experience in the private sector or have no business
background, start with Chapter 1.

)/ . _
,&,TE Using the Language of Business

Chapter 1's content is valuable to every SSCP, but it is not officially a part
of the SSCP domains, and is outside the scope of the SSCP certification
exam. Even if you've had private sector work experience, you'll find Chap-
ter 1 will strengthen your understanding of why business finds information
security and assurance so important. With that as foundation, you can go
on and learn how to make that security happen.

= Chapter 2 provides a deep look at the fundamentals of information security and
assurance.
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Part 2 takes you deep into the practice of risk management, with great emphasis on
information risk management:

Chapter 3 defines the basic concepts of risk management and risk mitigation and
familiarizes you with the processes all organizations can use to understand risks,
characterize their impact on organizational objectives, and prioritize how to deal
with information risks specifically.

Chapter 4 dives into risk mitigation. Here’s where we make decisions about spe-
cific risks (or, rather, about the vulnerabilities we’ve discovered that could lead to
such a risk becoming reality). We’ll look at choices you can make, or advise your
company’s management to make, and how you can estimate the value of your miti-
gation choices as compared to the possible impacts if nothing is done.

Part 3 gets down into the technologies of information security; we’ll start each major
subject area in Part 3 first by reviewing the fundamentals of various information sys-
tems technologies and how they are used, and then look to their vulnerabilities and
what choices we might have to help mitigate their associated risks. Key throughout
Part 3 is the need to own and manage the baseline architectures of our information
systems—for without effective management of our systems, we have little hope of being
able to keep them secure, much less operating correctly!

Chapter 5 is all about communications as a people-to-people and systems-to-
systems set of processes and protocols. Two protocol stacks—the Open Systems
Interconnection (OSI) 7-layer reference model and the Transmission Con-

trol Protocol over Internet Protocol (TCP/IP)—will become your highway to
understanding and appreciating the different perspectives you’ll need as you seek
to secure networks and systems.

Chapter 6 considers identity management and access control, which are two sides
of the same process: how do we know that users or processes asking to use our
systems and our information are who they claim they are, and how do we control,
limit, or deny their access to or use of any of our information, our systems, our
knowledge, or our people?

Chapter 7 demystifies cryptography and cryptographic systems, with special
emphasis on the use of symmetric and asymmetric encryption algorithms as part
of our digital certificates, signatures, and public infrastructure for security.

Chapter 8 considers the security aspects of computing and communications hard-
ware, and the systems software, utilities, firmware, and connections that bring
that all together.

Chapter 9 continues on the foundation laid in Chapter 8 by investigating how we
secure applications software, data, and endpoint devices. It also looks at the spe-
cific issues involved when organizations migrate their information systems to the
cloud (or have developed them in the cloud from the beginning).
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= Part 4 shifts the emphasis back onto the real driving, integrative force that we need to
apply to our information security problems: the people power inherent in our work-
force, their managers and leaders, even our customers, clients, and those we partner
with or share federated systems with:

= Chapter 10 takes us through the information security incident response process,
from planning and preparation through the real-time challenges of detection,
identification, and response. It then takes us through the post-response tasks and
shows how attention to these can increase our organization’s chances of never
having to cope with making the same mistakes twice by learning from the experi-
ences of an incident response while they’re still fresh in our response team mem-
bers’ minds.

= Chapter 11 addresses business continuity and disaster recovery, which are both the
overriding purpose of information security and assurance and the worst-case sce-
nario for why we need to plan and prepare if we want our organization to survive
a major incident and carry on with business as usual.

= Chapter 12 takes a look back across all chapters and highlights important issues
and trends which you as an SSCP may have to deal with in the very near future. It
also offers some last-minute practical advice on getting ready to take your SSCP
exam and ideas for what you can do after that.

As you look at the chapters and the domains, you should quickly see that some domains
fit neatly into a chapter all by themselves; other domains share the limelight with each other
in the particular chapters that address their subject areas. You’ll also see that some chapters
focus on building foundational knowledge and skills; others build applied problem-solving
skills and approaches; and some provide a holistic, integrated treatment spanning CBK
domains. This is intentional—the design of this book takes you on a journey of learning
and mastery of those seven CBK domains.

Risk identification, monitoring, and analysis as a domain is a fundamental element of
two chapters (Chapters 3 and 4) almost by itself. This important topic deserves this level
of attention; you might even say that the very reason we do information security at all is
because we’re trying to manage and mitigate risks to our information! Similarly, we see
that Chapter 11, which focuses on the people power aspects of achieving business con-
tinuity in the face of information security incidents and disasters, must make significant
use of the domains of access control, security operations and administration, and risk
identification, monitoring, and analysis. Finally, the growing emphasis in the marketplace
on data security, cloud security, endpoint security, and software lifecycle security dictates
that we first build a strong foundation on hardware and systems security (Chapter 8), on
which we build our knowledge and skills for applications, data, cloud, and mobile end-
point security.
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Objective Map

Table I.1 contains an objective map to show you at-a-glance where you can find each objec-
tive covered. Note that all chapters except Chapters 1 and 12 cover objectives from the
SSCP exam.

TABLE 1.1 Objective Map

Objective Chapter

Domain 1: Access Controls

1.1 Implement and maintain authentication methods 6
1.2 Support internetwork trust architectures 6
1.3 Participate in the identity management lifecycle 6, 11
1.4 Implement access controls 6

Domain 2: Security Operations and Administration

2.1 Comply with codes of ethics 2,1
2.2 Understand security concepts 2,1
2.3 Document, implement, and maintain functional security controls 11

2.4 Participate in asset management 11

2.5 Implement security controls and assess compliance 3,4
2.6 Participate in change management 3,4
2.7 Participate in security awareness and training 3,411
E.8sz_arti)cipate in physical security operations (e.g., data center assessment, 3,4

adging

(continued)
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TABLE 1.1 Objective Map (continued)

Objective Chapter
Domain 3: Risk Identification, Monitoring, and Analysis

3.1 Understand the risk management process 3,4
3.2 Perform security assessment activities 4
3.3 Operate and maintain monitoring systems (e.g., continuous monitoring) 4,10
3.4 Analyze monitoring results 4
Domain 4: Incident Response and Recovery

4.1 Support incident lifecycle 10
4.2 Understand and support forensic investigations 10
4.3 Understand and support business continuity plan (BCP) and disaster recovery 10
plan (DRP) activities

Domain 5: Cryptography

5.1 Understand fundamental concepts of cryptography 7
5.2 Understand reasons and requirements for cryptography 7
5.2 Understand and support secure protocols 7
5.2 Understand public key infrastructure (PKIl) systems 7
Domain 6: Network and Communications Security

6.1 Understand and apply fundamental concepts of networking 5
6.2 Understand network attacks and countermeasures (e.g., DDoS, man-in-the- 5
middle, DNS poisoning)

6.3 Manage network access controls 6
6.4 Manage network security 5
6.5 Operate and configure network-based security devices 5
6.6 Operate and configure wireless technologies (e.g., Bluetooth, NFC, Wi-Fi) 5
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Objective Chapter
Domain 7: Systems and Application Security
7.1 Identify and analyze malicious code and activity 8
7.2 Implement and operate endpoint device security 8,9
7.3 Operate and configure cloud security 8,9
7.4 Operate and secure virtual environments 8,9

Earning Your Certification

Earning your SSCP requires that you take and pass the SSCP exam, of course; it also requires
that you have at least one year of full-time work experience, in at least one of the seven
domains of knowledge of the SSCP. A one-year prerequisite waiver will be granted by (ISC)? if
you have earned a bachelor’s degree or higher in a recognized cybersecurity-related discipline.
The website www.isc2.org/Certifications/SSCP/Prerequisite-Pathway explains this and
should be your guide. Note the requirements to be able to document your work experience.
No matter where you are on that pathway right now, put this book to work! Use it as a
ready reference, as a roadmap, and as a learning tool. Let it help you broaden and deepen
your knowledge base, while you sharpen your skills on the job or in your classes—or both!

Before the Exam: Grow Your Knowledge, Skills,
and Experience

The key to this or any personal and professional development you wish to achieve is to first
set your goals. SMART goals can help you plan and achieve most anything you set your
body, mind, heart and spirit to:

s Specific—What is it, exactly, that you want to achieve?
»  Measurable—How will you know that you’ve achieved that specific goal?

»  Achievable—Is it really within your power and ability to achieve it? Or do you need to
first build other strengths, develop other talents, or align other resources to help you
take this goal on?

=  Realistic—Can you actually do this? Are there practical ways to go about accomplish-
ing this goal?

s Timely—When, exactly, do you want or need to accomplish this goal by?
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Having set SMART goals, set a plan; lay out the tasks you’ll need to accomplish, and
break those down, week by week, perhaps even day by day, to get to the goals of taking
and passing the exam, and having the prerequisite experience or earned degree.

Start by thoroughly reading, and rereading, this study guide. Work through its review
questions, not only to focus on why the right answers are in fact correct, but to identify and
understand what’s wrong with the wrong answers. Work through the case studies, and let
them suggest other real-world issues to you as you do.

Other options to consider include:

= Volunteer, at work, school, or in your local community, to work with others on infor-
mation security—related projects or tasks.

= Find a study buddy.
= Enlist the help and guidance of a mentor.

=  Enroll in formal training courses for the SSCP, either face-to-face, virtual live online,
or in other modes that suit you.

= Take college courses that prepare you for the SSCP or that help you master some or all
of its domains of knowledge.

= Use other learning resources, such as videos, and I'T and security blog sites.

If you’re already working (even part-time) in an IT-related job, consider talking with
your supervisor about your ambition to earn your SSCP; you might find a wealth of practi-
cal advice and assistance, right there at work!

The SSCP Exam

The SSCP exam is a computer-based examination, which you must take at an (ISC)?
approved testing facility. Pearson VUE is (ISC)?’s official and exclusive global testing part-
ner, but be advised: not all Pearson VUE testing locations meet the special test security
requirements that (ISC)? imposes on test-takers and proctors alike. Start by reviewing the
testing terms and conditions here: www.isc2.org/Register-for-Exam.

Register early at https://home.pearsonvue.com/isc2, and select the SSCP as the certi-
fication exam you’re pursuing. Check the availability of testing centers at or near locations
that best suit your needs. Note that different testing centers have different schedule options,
with some being more available on the weekends while others might be closed.

You don’t have to pay at this step—you pay for your exam when you’re ready to sched-
ule the exam (and you’re ready to schedule the exam once you know when you’ll be ready
to take and pass it!).

A great way to learn more about the exam process is to take a “test drive,” using the
exam demo and tutorial about the exam experience. You can find this on the Pearson VUE
website, www . pearsonvue.com/athena/athena.asp.
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' Armed with driving or public transport directions and a map, find your way
P from home (or where you’ll be coming to the test from) to the testing site

of your choice. Check out how long that trip takes at the time of day you
want to take the test—or at the times of day that center has a testing slot
available! (Take this “test drive” a few days in advance.)

Plan ahead. Know how to get to the testing center an hour early. Be prepared!

(ISC)2 Terms and Conditions

(ISC)2 requires that all candidates for certification read and accept the terms and condi-
tions here: www.isc2.org/uploadedFiles/Certification_Programs/CBT-Examination-
Agreement.pdf. Candidates who do not agree to the terms and conditions will not be
permitted to sit for any (ISC)? examination.

Nondisclosure Agreement (NDA)

You will be required to agree to the NDA that will be presented at the beginning of your
exam. Failure to read/accept the agreement within the allotted 5 minutes will result in your
exam ending and a forfeit of your exam fees. Please take a moment to review the agreement
now so that you are familiar with it when you sit for your exam.

Exam Fees and Payment

An exam voucher may be attained in fees paid during the scheduling process on the
Pearson VUE website: https://home.pearsonvue.com/. Vouchers may be obtained in bulk
on the (ISC)? website. This is ideal for companies that are scheduling several people for
various exams. The more vouchers purchased, the greater the discount.

Reschedule Policy

If you wish to reschedule your exam, you must contact Pearson VUE by phone, at least
24 hours prior to your exam appointment; if you contact them online, you must do this at
least 48 hours ahead of your appointment. Rescheduling an exam less than 24 hours prior
is subject to a same-day forfeit exam fee. Exam fees are also forfeited for no-shows. There
is a $50 fee for exam reschedules.

Cancellation Policy

If you wish to cancel your exam, you must contact Pearson VUE 24 hours prior to your
scheduled appointment. Canceling an exam less than 24 hours prior to your appoint-
ment or missing your exam may result in forfeiting your exam fees. There is a $100 fee for
cancellations.
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The Exam Structure and Format

During the SSCP exam, you will focus on recalling, recognizing, and indicating your
understanding of the information and ideas presented in this study guide. The SSCP exam
is proctored, which means you will be supervised by a neutral person (a proctor) at all
times while taking the test. The exam is pass/fail.

There are 125 multiple-choice questions on the exam. Of that number, only 100 are
graded, whereas the remaining 25 are evaluated by exam developers and used to inform
future exams. You will not know which of the 100 questions will be graded, so be sure to
answer all exam questions to the best of your ability. The questions are written to check
that you remember, understand, and can apply what you’ve learned in the seven knowledge
domains that make up the SSCP, and they are covered by this study guide. Here are some
thoughts to keep in mind about these questions and the exam process itself:

= Each multiple-choice question will list four possible answers.
= There are no true or false questions.

= Expect scenario-based questions that describe a situation, then ask that you use the
situation to select the correct multiple-choice answer.

= All acronyms are spelled out, such as the confidentiality, integrity, and availability
(CIA) triad.

=  Many questions will ask for the most or least correct answer.
= Some questions will contain logical operators, such as not, always, test, true, or false.

You are not penalized for wrong answers, so be sure to answer every question. You will
need a score of 700 out of 1000 points to pass the exam. The questions are weighted. This
means you may be required to have more or fewer than 70 questions answered correctly to
pass the exam.

One of the benefits to candidates taking an examination via CBT is that most candi-
dates receive their scores immediately upon completing their examination. In some cases,
however, to ensure it is providing accurate and valid test results to candidates, (ISC)?2
must conduct periodic psychometric analyses of a group of candidates’ responses before it
releases their exam results. For the small number of candidates affected by this process, the
candidates will receive their results within four to six weeks after taking the exam. (ISC)?2
apologizes in advance for this inconvenience to those candidates who will not receive their
pass/fail status at the test centers, but this is an important part of (ISC)?’s quality assurance
process to protect the integrity of the credentials. Candidates who are impacted by this pro-
cess will be informed when they complete their tests.

Reasonable Accommodations

If you require reasonable and appropriate accommodations for exams, you can request spe-
cial accommodations through (ISC)2. Once these are approved, be sure to coordinate with
your chosen test center to ensure that they can meet your needs. Work through this process
early. The on-site test administrator will not have the power to grant you an accommoda-
tion at the time of your exam if it has not been approved in advance.
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(ISC)2 provides reasonable and appropriate accommodations for its exams for people
who have demonstrated a need for test accommodations. If you wish to request an accom-
modation, please visit www.isc2.org/Register-for-Exam and click Requesting Special
Accommodations for information on requesting an accommodation.

Test accommodations are individualized and considered on a case-by-case basis.
Once an accommodation is approved by (ISC)2, they will send it to Pearson VUE
Accommodations. Please allow two to three business days for Pearson VUE to get this
information. Then, call Pearson VUE at 800-466-0450 so that you can schedule your
exam. Please don’t start by scheduling through Pearson VUE’s website or through their
main registration phone line. Contact (ISC)? first.

Please note that the purpose of test accommodations is to provide examinees with full
access to the test. However, they are not a guarantee of improved performance or test
completion.

On the Day of the Exam

Plan to arrive at your test center at least 30 minutes before your exam start time. To check
in, you’ll need to

= Show two valid, unexpired forms of personal ID (examples include government-issued
IDs such as a driver’s license, passport, etc.). Both must have your signature, and one
of the two must have your photo. For more information about acceptable IDs, please
visit: www.isc2.org/Register-for-Exam, and click What You Need to Bring to the
Test Center for more information.

= Provide your signature.
= Submit to a palm vein scan (unless it’s prohibited by law).

= Have your photo taken. Hats, scarves, and coats may not be worn for your photo. You
also can’t wear these items in the test room.

= Leave your personal belongings outside the testing room. You’ll have access to secure
storage. Storage space is small, so plan ahead. Pearson VUE test centers do not assume
responsibility for your personal belongings.

The test administrator (TA) will give you a short orientation. If you have already
arranged for special accommodations for your testing, and (ISC)2 and Pearson VUE have
approved these, be sure to go over them with the TA. Then, the TA will escort you to a
computer terminal. Upon concluding the exam, click the Finish or Submit button.

After the Exam

The proctor will escort you out of the room. You’ll receive a printed copy of your prelimi-
nary examination report by the front desk attendant. The report will congratulate you for
passing the exam, or, should you fail, list the domains you need to study again from weak-
est to strongest.
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xlii Introduction

Upon successfully passing the SSCP exam, you are not yet certified until (ISC)2 approves
it. You must be endorsed by another (ISC)2-certified professional before the credential can
be awarded. The New Endorsement Application is located here: https://apps.isc2.org/
Endorsement/#/Home.

An endorser can be anyone who is an active (ISC)? credential holder and can attest to
your assertions regarding professional experience and education (if applicable) and that you
are in good standing within the cybersecurity industry.

If you do not know an (ISC)2-certified professional, you may request (ISC)? to endorse
your application.

Although you can start and save a draft application, you must pass the exam for the
selected certification before you can submit your application for endorsement.

If you do not yet possess the education and/or experience required for the certification,
you can request to be an Associate of (ISC)2, which requires only that you pass the creden-
tial exam.
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Introduction xliii

Congratulations! You're Now an SSCP.
Now What?

As a recognized member of a profession, you’ve voluntarily taken up the duties and obli-
gations that come with that recognition. You also have gone through an open door to
the opportunities and benefits that come with that status. Those benefits and obligations
go hand in hand as you continue to grow and learn as an information systems security
professional.

Maintaining the SSCP Certification

SSCP credentials are maintained in good standing by participating in various activities and
gaining professional continuing professional education credits (CPEs). CPEs are obtained
through numerous methods such as reading books, attending seminars, writing papers or
articles, teaching classes, attending security conventions, and participating in many other
qualifying activities. Visit the (ISC)*> website for additional information concerning the defi-
nition of CPEs.

Individuals are required to post a minimum of 20 CPE credits each year on the (ISC)?
member website. Generally, the CPE credit post will be recognized immediately by the system,
but it’s also subject to random audit. Please note that any CPEs accomplished prior to being
awarded the (ISC)? certification may not be claimed. If an individual accomplishes more than
20 CPE:s for one year, the remainder may be carried forward to the following year. The (ISC)?
website describes CPEs as items gained external to your current employment duties.

Join a Local Chapter

As an SSCP, you’ve become one of over 23,000 (ISC)?> members worldwide. They, like you,
are there to share in the knowledge, experience, and opportunity to help accomplish the
goals and objectives of being an information security professional. Many of these mem-
bers participate in local area chapters, and (ISC)? has numerous local chapters around the
world. You can find one in your area by visiting www.isc2.org/Chapters.

Being an active part of a local chapter helps you network with your peers as you share
knowledge, exchange information about resources, and work on projects together. You can
engage in leadership roles and participate in co-sponsored local events with other industry
associations. You might write for or speak at (ISC)? events and help support other (ISC)?
initiatives. You can also be a better part of your local community by participating in local
chapter community service outreach projects.

Chapter membership earns you CPE credits and can make you eligible for special dis-
counts on (ISC)? products and programs.
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xliv Introduction

Let’'s Get Started!

This book is for you. This is your journey map, your road atlas, and your handbook. Make
it work for you.

Choose your own course through it, based on what you already know, what the self-
assessment tells you, and what you’ve experienced thus far in your work or studies.

Go for it.
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Self-Assessment

1.  Which statement about business continuity planning and information security is most

correct?

A. Plans are useful only because they start the development of detailed procedures and
processes, and thus, there is no need to maintain or improve such plans.

B. Planning is more important than the plans it produces.

C. Plans represent significant investments and decisions and thus should be updated only
when significant changes to objectives or circumstances dictate.

D. Planning should continuously bring plans and procedures in tune with ongoing opera-
tional reality.

2. Which of the following statements about social engineering attacks is incorrect?

A. Most targeted individuals don’t see the harm in responding or in answering simple
questions posed by the attacker.

B. Most people believe they are too smart to fall for such obvious ploys, but they do
anyway.

C. Most targeted individuals and organizations have effective tools and procedures to fil-
ter out phishing and related scams, so they are now better protected from such attacks.

D. Most people want to be trusting and helpful.

3. In general, what differentiates phishing from whaling attacks?

A. Phishing attacks tend to be used to gain access to systems via malware payloads or by
getting recipients to disclose information, whereas whaling attacks try to get respon-
sible managers to authorize payments to the attacker’s accounts.

B. Phishing attacks are focused on businesses; whaling attacks are focused on high-worth
individuals.

C. Whaling attacks tend to offer something that ought to sound “too good to be true,”
whereas phishing attacks masquerade as routine business activities such as package
delivery confirmations.

D. Whaling attacks send out huge numbers of emails attempting to lure targeted individu-
als into responding or following a link; phishing attacks use telephones or other means
of making personal contact with a selected target.

4. You’re the only IT person at a small tool and die machine shop, which uses a LAN and

cloud-hosted platforms to run the business on. The previous I'T person had told your boss
not to worry about the business being the target of a cyberattack. Which statement best lets
you explain the real risks the company might face?

A.

B.

Since we don’t handle consumer-level payment cards, and we really don’t have any pro-
prietary information, we probably don’t have to worry about being a target.

We do share an extranet connection with key customers and suppliers, but it should
prevent an attack on our systems that could lead to an attack on theirs.
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xlvi

Self-Assessment

Our cloud systems hosting company provides most of our security, and as long as
we keep our systems on the factory floor and the workstations our staff use properly
updated, we should be okay.

Since we haven’t really done even a basic vulnerabilities assessment, we don’t know
what risks we could be facing. Let’s do that much at least, and let that tell us what the
next step should be. Soon.

Which of these steps would 7ot help you limit or prevent attacks on your systems that
attempt to spoof, corrupt, or tamper with data?

A.

B.

Ensure that firewalls, routers, and other network infrastructures filter for and block
attempts to access network storage without authorization.

Develop and use an organizational data model and data dictionary that contain all
data-focused business logic; use them to build and validate business processes and the
apps that support them.

Implement data quality processes that ensure all data is fit for all purposes, in accor-
dance with approved business logic.

Implement information classification, and use access control and identity management
to enforce it.

Which of the following are not examples of “shadow I'T” contributing to an information
security problem? (Choose all that apply.)

A.

B.

One user defines a format or style sheet for specific types of documents for others in
the division to use.

An end user writes special-purpose database queries and reports used to forecast sales
and project production and inventory needs, which are reviewed and used at weekly
division meetings.

Several users build scripts, flows, and other processing logic to implement a customer
service help desk/trouble ticket system, using its own database on a shared use/
collaboration platform that the company uses.

Users post documents, spreadsheets, and many other types of information on a
company-provided shared storage system, making the information more freely
available throughout the company.

Which statement about privacy and data protection is the most correct and most important?

A.

International standards and agreements specify that personally identifiable informa-
tion (PII) and information about an individual’s healthcare, education, work, or credit
history must be protected from unauthorized use or disclosure.

It’s up to the organization that gathers, produces, uses, or disposes of such private data
to determine what protection, if any, is needed.

Storing backup or archive copies of privacy-related information in a datacenter in
another country, without doing any processing there, does not subject you to that
country’s data protection laws.

Sometimes, it seems cheaper to run the risk of fines or loss of business from a data breach
involving privacy-related data than to implement proper data protection to prevent such
a loss. While this might make financial sense, it is not legal or ethical to do so.
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10.

11.

12.

Self-Assessment xlvii

In which phase or phases of a typical data exfiltration attack would an attacker probably
not make use of phishing? (Choose all that apply.)

A.
B.
C.
D.

Reconnaissance and characterization
Data gathering, clumping, masking, and aggregating
Installing and using covert command and control capabilities

Initial access

When choosing your countermeasures and tactics to protect hardware and systems soft-
ware, you should start with which of the following?

A. Published Current Vulnerabilities and Exposures (CVE) databases

B. The information systems baseline that documents the systems your organization uses

C. Your organization’s business impact analysis

D. Your organization’s I'T vulnerabilities assessment

What kind of malware attacks can corrupt or infect device-level firmware? (Choose all that

apply.)

A. SNMP-based attacks that can trigger the device to download and install a firmware
update remotely

B. Remote or onsite device management (or mismanagement) attacks that allow a hacker
to initiate a firmware update using a hacked firmware file

C. Phishing or misdirection attacks that fool operators or users into initiating an upload
of a hacked firmware file

D. None, because firmware updates require operator intervention to download trusted

updates and patch files from the manufacturer’s or vendor’s websites, and then initiate
and monitor the update and restart of the device

What is a zero day exploit?

A.
B.

An exploit conducted against a vulnerability within the same day as it is reported

An exploit that impacts a system immediately, rather than having a delayed effect like
ransomware or scareware does

There are no real zero day exploits, but the mass media has exaggerated the dangers of
unreported vulnerabilities

An exploit conducted against a newly discovered vulnerability before it becomes
known to the cybersecurity community or the system’s vendor or owners

Which of the following statements best summarizes the benefits of using trusted platform
modules (TPMs) as part of an organization’s I'T infrastructure?

A.

Because they have onboard hardware implementations of encryption, hashing, and key
generation, they greatly simplify the use of certificate authorities and the public key
infrastructure (PKI).

As a trust root, a TPM can make hierarchies of trust more reliable.
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xlviii

13. Which statement about how cryptography protects the meaning or content of files and mes-

14.

15.

16.

Self-Assessment

The TPM replaces the host system’s random number generators and hash routines with
its hardware-accelerated, more secure versions. This enhances system security as well
as runtime performance.

As a signed part of operating systems kernels, TPMs make it possible to validate soft-
ware updates more reliably.

sages is incorrect?

A.
B.

C.

D.

Cryptography obscures meaning by misdirection, concealment, or deception.

Cryptography obscures meaning by making it difficult or impossible for unauthorized
users to access it, view it, copy it, or change it.

Cryptography transforms the meaning and content of a file or message into a unique
value.

Cryptography is part of digitally signing files and messages to authenticate senders.

Which of the following best explains symmetric encryption?

A.

Uses one key to encrypt blocks of text to be ciphered and another key to decrypt it
back

Uses the same key or a simple transform of it to encrypt clear text into ciphertext, and
then decrypt the ciphertext back into plaintext

Was used extensively in classical encryption but has since been superseded by much
stronger asymmetric encryption

Is best suited to cleartext that has a very high degree of regularity to its structure and
content

Properly used, cryptographic techniques improve all aspects of information security except:

A.
B.
C.
D.

Confidentiality
Authentication
Nonrepudiation

Accountability

Nonrepudiation relies on cryptography to validate that:

A.
B.
C.

The sender or author of a document or file is who the recipient thinks it is
The file or message has not been tampered with during transit or storage

The file or message has not been viewed by others or copied without the sender’s and
named recipient’s knowledge

The certificate, public key, or both associated with the sender or author match what is
associated with the file or message
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Self-Assessment xlix

17. Which statement best describes how digital signatures work?

A.

The sender hashes the message or file to produce a message digest and applies the cho-
sen encryption algorithm and their private key to it. This is the signature. The recipient
uses the sender’s public key and applies the corresponding decryption algorithm to the
signature, which will produce a matching message digest only if the message or file is
authentically from the sender.

The sender hashes the message or file to produce a message digest and applies the cho-
sen decryption algorithm and their public key to it. This is the signature. The recipient
uses the sender’s private key and applies the corresponding encryption algorithm to the
signature, which will produce a matching message digest only if the message or file is
authentically from the sender.

The sender hashes the message or file to produce a message digest and applies the cho-
sen decryption algorithm and their private key to it. This is the signature. The recipient
uses the sender’s public key and applies the corresponding encryption algorithm to the
signature, which will produce a matching message digest only if the message or file is
authentically from the sender.

The sender encrypts the message or file with their private key and hashes the encrypted
file to produce the signed message digest. This is the signature. The recipient uses the
sender’s public key and applies the corresponding decryption algorithm to the sig-
nature, which will produce a matching message digest only if the message or file is
authentically from the sender.

18. Which statement about subjects and objects is not correct?

19.

A.

C.

D.

Subjects are what users or processes require access to in order to accomplish their
assigned duties.

Objects can be people, information (stored in any fashion), devices, processes, or
servers.

Objects are the data that subjects want to access in order to read it, write to it, or
otherwise use it.

Subjects are people, devices, or processes.

Which statement about a reference monitor in an identity management and access control
system is correct?

A.
B.

It should be tamper-resistant.

Its design and implementation should be complex so as to defeat reverse engineering
attacks.

It’s an abstract design concept, which is not actually built into real hardware, operating
systems, or access control implementations.

It is part of the secure kernel in the accounting server or services provided by strong
access control systems.
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20.

21.

22.

23.

g » wbh =

Self-Assessment

What kinds of privileges should be part of what your mandatory access control policies can
grant or deny to a requesting subject? (Choose all that apply.)

A. Any privilege relating to reading from, writing to, modifying or deleting the object in
question if it was created or is owned by the requesting subject

B. Reading or writing/modifying the metadata associated with an object

o

Modifying access control system constraints, rules, or policies

D. Reading, writing, deleting, or asking the system to load the object as an executable
task or thread and run it

Which set of steps correctly shows the process of identity management?

Proofing

Provisioning

Review

Revocation

Deletion

A. 1,2,3,4,and then 5

B. 2,3,4

C. 1,2,4,5

D. 2,3,5

What’s the least secure way to authenticate device identity prior to authorizing it to connect

to the network?

A. MAC address whitelisting

B. Multifactor authentication that considers device identification, physical location, and
other attributes

C. Verifying that the device meets system policy constraints as to software and malware
updates

D. Devices don’t authenticate, but the people using them do.

In access control authentication systems, which is riskier, false positive or false negative
errors?

A. False negative, because they lead to a threat actor being granted access
B. False positive, because they lead to a threat actor being granted access

C. False negative, because they lead to legitimate subjects being denied access, which
impacts business processes

D. False positive, because they lead to legitimate subjects being denied access, which
impacts business processes
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Self-Assessment li

24. Which statement about single-factor versus multifactor authentication is most correct?

25.

26.

27.

A.

B.

Single-factor is easiest to implement but with strong authentication is the hardest to
attack.

Multifactor requires greater implementation, maintenance, and management but can
be extremely hard to spoof as a result.

Multifactor authentication requires additional hardware devices to make authentica-
tion properly secure.

Multifactor authentication should be reserved for those high-risk functions that require
extra security.

When comparing the TCP/IP and OSI reference model as sets of protocols, which statement
1s most correct?

A.

B.

Network hardware and systems are built on TCP/IP, whereas the OSI reference model
only provides concepts and theories.

TCP/IP only provides concepts and theories, whereas network hardware and systems
are built using the OSI reference model.

Both sets of protocols provide theories and concepts, but real hardware is built around
the data, control, and management planes.

Hardware and systems are built using both models, and both models are vital to threat
assessment and network security.

Is IPv6 backward compatible with IPv4?

A.

B.
C.

D.

No, because the differences in addressing, packet header structure, and other features
would not allow an IPv4 packet to successfully travel on an IPv6 network

No, because IPv4 packets cannot meet the new security considerations built into IPv6

Yes, because IPv6 has services built into the protocol stacks to convert IPv4 packets
into IPv6 compatible structures

Yes, because the transport and routing protocols are the same

Which statement about subnetting is correct?

A.

Subnetting applies only to IPv4 networks, unless you are using classless interdomain
routing.

Both IPv4 and IPv6 provide for subnetting, but the much larger IPv6 address field
makes this a lot simpler to design and manage.

Subnetting in IPv4 involves the CIDR protocol, which runs at Layer 3; in IPv6, this
protocol, and hence subnetting, is not used.

Because the subnet mask field is so much larger in IPv6, it is easier to subnet in this
newer protocol stack than in IPv4.
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28.

29.

30.

31.

Self-Assessment

Which statement or statements about ports and the Internet is zot correct? (Choose all that
apply.)

A.

Using port numbers as part of addressing and routing was necessary during the early
days of the Internet, largely because of the small size of the address field, but IPv6
makes most port usage obsolete.

Standard ports are defined for a number of protocols, and these ports allow sender and
receiver to establish connectivity for specific services.

Standardized port assignments cannot be changed, or things won’t work right, but they
can be mapped to other port numbers by the protocol stacks on senders’ and recipients’
systems.

Many modern devices, such as those using Android, cannot support ports, and so apps
have to be redesigned to use alternate service connection strategies.

Which of the following statements about man-in-the-middle (MITM) attacks is most correct?

A.
B.

D.

Session stealing attacks are not MITM attacks.

MITM attacks can occur at any layer and against connectionless or connection-
oriented protocols.

This basic attack strategy can be used at any layer of the protocols where there is
connection-oriented, stateful communication between nodes.

MITM attacks can work only at Layer 4.

What important role does systems monitoring perform in support of incident management?

A.

They are not related; monitoring is a routine task that uses trend analysis and data
analytics to determine whether past systems behavior and use has been within
expected bounds.

Essential; by bringing together alert and alarm indicators from systems and their asso-
ciated security controls and countermeasures, monitoring is the watchdog capability
that activates incident response capabilities and plans.

Incident response includes its own monitoring and alarms capabilities, so systems mon-
itoring provides a good backup or alternate path to determining whether an incident is
occurring.

Ongoing, continuous monitoring is used to adjust or fine-tune alarm threshold settings
so that false alarm rates can be better managed.

How might you keep a gap from becoming a blind spot in your information security defenses?

A.
B.

Transfer this risk to insurers or other parties.

Ensure that systems elements around the gap provide sufficient detection and report-
ing capabilities so that an event of interest occurring in the gap cannot spread without
being detected.

Ensure that other systems elements can either detect or report when an event of interest
is happening within the gap.

You can’t, as by definition the gap is where you have no appreciable security coverage,
and this includes having no monitoring or detection capabilities.
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32.

33.

34.

35.

Self-Assessment liii

CVE data and your own vulnerability assessments indicate that many of your end-user sys-

tems do not include recent security patches released by the software vendors. You decide to

bring these systems up to date by applying these patches. This is an example of which of the
following?

A. Remediating or mitigating a risk
B. Transferring a risk

C. Avoiding a risk

D. Accepting a risk

Which of the following might be legitimate ways to transfer a risk? (Choose all that apply.)

A. Recognize that government agencies have the responsibility to contain, control, or pre-
vent this risk, which your taxes pay them to do.

B. Pay insurance premiums for a policy that provides for payment of claims and liabilities
in the event the risk does occur.

C. Shift the affected business processes to a service provider, along with contractually
making sure they are responsible for controlling that risk or have countermeasures in
place to address it.

D. Change the underlying business process to use more secure software and hardware
systems.

Which statement correctly describes why CVE data should be part of your vulnerability
assessments?

A. It should provide most if not all of the vulnerability information you need to implement
risk mitigation.

B. Since hackers use CVE data to aid in planning their attacks, this should be the first
place you look for insight as you do emergency hardening of your IT systems. Once
these obvious vulnerabilities have been mitigated, a more complete vulnerability assess-
ment should be done.

C. It’s a great source of information for known systems elements and known vulner-
abilities associated with them, but it does nothing for vulnerabilities that haven’t been
reported yet or for company-developed IT elements.

D. Since the vast majority of systems in use are based on Windows, if your business does
not use Windows platforms you can probably avoid the expense of investigating CVE
for vulnerability information.

Which of the following activities are not part of information risk mitigation?

A. Implementing new systems features or capabilities to enhance product quality

B. Incident management and investigation, after a suspected information security breach

C. Installing and testing new firewall, switch, and router systems and settings

D

Developing an information classification policy and process
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liv

Self-Assessment

36. Which of the following shows the major steps of the information risk management process
in the correct order?

37.

38.

A.

Assess risks across the organization; identify information security and privacy risks;
implement countermeasures; establish security and privacy posture; review supply
chain for IT security risk elements

Establish basic security posture; review risks; implement countermeasures; ongoing
monitoring and assessment; testing; training

Set priorities; assess risks; select controls and countermeasures; implement controls;
validate correct operation; monitor

Develop business impact analysis (BIA); establish risk tolerance levels; implement dam-
age control choices; monitor

What is information risk?

A.

B.

The threat that your computers, online storage, or cloud-hosted or other data could be
hacked into and data stolen or changed

The probability of an event occurring that disrupts your information and the business
processes and systems that use it

Vulnerabilities in your information systems that can be exploited by a threat actor and
cause harmful impacts

The probability that management and leadership’s directions and communications will
be misunderstood, causing the wrong actions to be taken by stakeholders, possibly
causing financial loss, injury, or death

Which is the most correct statement as to what it means to have a proactive approach with
your information security risk management plans, programs, and systems?

A.

Being proactive means that your countermeasures and controls can actively trace back
to identify, locate, and characterize your attackers, which can help you both in defend-
ing against them and in potentially seeking legal redress.

Senior leaders and managers in many businesses appreciate active, thoughtful,
forward-looking approaches, and you will find it easier to gain their support.

Proactive information security systems allow your security specialists to take real-time
control of all systems elements and bring all information about events of interest into
one common operational picture. This greatly enhances your ability to detect, charac-
terize, and contain incidents.

Being proactive means that you use the best knowledge you have today, including les-
sons learned from other organizations’ experience with information risk, and you plan
ahead to use these lessons to deal with these risks them, rather than wait for them to
occur and then investigate how to respond to them.
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Self-Assessment v

39. What kind of information is part of an information risk assessment process? (Choose all
that apply.)

40.

41.

42.

A.

B.
C.

D.

Lost revenues during the downtime caused by the risk incident, including time it takes
to get things back to normal

Damage to equipment or facilities, or injury or death to people

Estimated costs to implement chosen solutions, remediations, controls, or
countermeasures

Total costs to create an asset that is damaged or disrupted by the risk event

There are three ways in which risk assessments can be done. Choose the option that orders
them from best to least in terms of their contribution to risk management decision making.

A.
B.
C.

D.

Qualitative, quantitative, and CVE-based
CVE-based, quantitative, and qualitative

There is no order; they all can and should be used, as each reveals something more
about the risks you have to manage.

Quantitative, CVE-based, and qualitative

Patsy is reviewing the quantitative risk assessment spreadsheet for her division, and she
sees a number of entries where the annual loss expectancy is far greater than the single loss
expectancy. This suggests that:

A.
B.
C.

D.

The RTO is later than the RPO.
The ARO is less than 1.

The particular risk is assessed to happen many times per year; thus its ARO is much
greater than 1.

This looks like an error in estimation or assessment, and should be further investigated.

Which statement is incorrect as to how you should use RTO, MAO, and RPO in planning
information risk management activities?

A.

Return to operations (RTO) is the desired time to get all business processes back

into operation, whether on backup or workaround systems or on production systems
brought back to normal. The recovery priority objective (RPO) sets priorities for which
systems to bring up first or which business processes to get back into operation before
others (of lower priority).

Recovery point objective (RPO) establishes the maximum amount of data that is lost
due to a risk event. This could be in numbers of transactions or in units of time and
indicates the amount of rework of information that is acceptable to get systems back
into normal operation.

Recovery time objective (RTO) must be less than or equal to the maximum accept-
able outage. MAO sets a maximum down time (outage time) before mission impact
becomes unacceptable; RTO can be used to emphasize faster-than-MAO restoration.

Maximum acceptable outage (MAO) relates to the mission or business objectives; if
multiple systems support those objectives, then all of their recovery time objectives
(RTOs) must be less than or equal to the MAO.
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43.

AW N =

44.

45,

Self-Assessment

What are all of the choices we need to make when considering information risk manage-
ment, and what’s the correct order to do them in?

. Treatment: accept, treat (fix or mitigate), transfer, avoid, recast
. Damage limitation: deter, detect, prevent, avoid
. Perspective: outcomes, assets, process or threat based

. Impact assessment: quantitative or qualitative

A. 1,2,3,then4
B. 3,4,2,thenl
C. 4,3,2,then1
D. 2,3,1then4

What do we use protocols for? (Choose all that apply.)
A. To conduct ceremonies, parades, or how we salute superiors, sovereigns, or rulers

B. To have a conversation with someone, and keep disagreement from turning into hos-
tile, angry argument

C. To connect elements of computer systems together so that they can share tasks and
control each other

D. As abstract design tools when we are building systems, but we don’t actually build
hardware or software that implements a protocol

E. None of the above

As an SSCP, you work at the headquarters of a retail sales company that has many stores
around the country. Its training department has prepared different training materials and
operations manuals for in-store sales, warehouse staff, and other team members to use in
their jobs. Almost all of these describe procedures that people do as they work with each
other or with customers. From an information security standpoint, which of the following
statements is correct?

A. Since these all describe people-to-people interactions and processes, they are not imple-
mented by the IT department, and so they’re not something that information security
is concerned with.

B. Most of their content is probably common practice in business and retail sales and so
would not be trade secrets, company proprietary, or private to the company.

C. Although these processes are not implemented in I'T systems, the documents and videos
themselves are hosted in company-provided IT systems, and so information security
requirements apply.

D. If the company has decided that the content of these training materials is proprietary
or company confidential, then their confidentiality must be protected. They must also
be protected from tampering or unauthorized changes and be available to staff in the
stores to use when they need them if the company is to do business successfully. There-
fore, information security applies.
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46.

47.

48.

49.

50.

Self-Assessment lvii

We often hear people talk about the need for information systems to be safe and reliable. Is
this the same as saying that they need to be secure?

A.

No, because reliability has to do with failures of equipment, errors in software design
or use, or bad data used as input, whereas security is focused on keeping the systems
and their data safe from intrusion or unwanted change.

Yes, because the objective of information security is to increase our confidence that we
can make sound and prudent decisions based on what those information systems are
telling us and, in doing so, cause no harm.

Yes, because all information and information systems are built by humans, and humans
make mistakes, so we need strong safety rules and procedures to keep from causing harm.

No, but they have ideas in common. For example, data integrity can lead to unsafe oper-
ation, but information security by itself cannot identify possible safety consequences.

Due diligence means which of the following?

A. Pay your debts completely, on time.

B. Do what you have to do to fulfill your responsibilities.

C. Make sure that actions you’ve taken to fulfill your responsibilities are working cor-
rectly and completely.

D. Read and review the reports from subordinates or from systems monitoring data.

Protection of intellectual property (IP) is an example of what kind of information security

need?

A. Privacy

B. Confidentiality

C. Availability

D. Integrity

A thunderstorm knocks out the commercial electric power to your company’s datacenter,
shutting everything down. This impacts which aspect of information security?

A.
B.
C.
D.

Privacy
Confidentiality
Integrity
Availability

Explain the relationship between confidentiality and privacy, if any:

A.

B.

Confidentiality is about keeping information secret so that we retain advantage or do
not come to harm; privacy is about choosing who can enter one’s life or property.

Confidential information is information that must be kept private, so they really have

similar meanings.

Privacy laws allow criminals to hide their actions and intentions from society, but
confidentiality allows for the government to protect defense-related information from
being leaked to our enemies.

Confidentiality is the freedom to choose whom we share information with; privacy refers
to information that is specifically about our individual lives, activities, or interests.
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